State Computer Crimes Statutes - Citations

ALABAMA

8§ 13A-8-10 Theft of services - Definition

§ 13A-8-100 Title - Alabama Computer Crime Act

§ 13A-8-101 Definitions

§ 13A-8-102 Offenses against intellectual property

§ 13A-8-103 Offenses against computer equipment or supplies

ALASKA

§ 11.46.100 Theft defined

8 11.46.200 Theft of services

§ 11.46.484 Criminal mischief in the third degree
§11.46.740 Criminal use of computer

§ 11.46.980 Determination of value

8 11.46.985 Deceiving a machine

§ 11.46.990 Definitions

§11.81.900 Definitions

ARIZONA

§[13-2301] Definitions

§ [13-2316/ Computer fraud; classification

§ 13-3004 Definitions

§ 13-3005 Interception of wire, electronic and oral communications; installation of pen
register or trap and trace device; classification; exceptions

§ 13-3006 Divulging communication service information; classification; exception

8 13-3008 Possession of interception devices; classification

§ 13-3009 Duity to report to law enforcement officers; classification

§ 13-3010 Ex parte order for interception; definition

§ 13-3011 Disclosing confidential information relating to ex parte order; classification;
exceptions

§ 13-3012 Exemptions

§ 13-3013 Good faith reliance as defense

§ 13-3014 Communication service provider; right to compensation

§ 13-3015 Emergency interception

§13-3016 Government agency access to contents of stored el ectronic communications;
backup preservation; delayed notice; violation; classification

ARKANSAS

§ 5-41-101 Purpose
§ 5-41-102 Definitions
§ 5-41-103 Computer Fraud


http://www.azleg.state.az.us/ars/13/2301.htm
http://www.azleg.state.az.us/ars/13/2316.htm

§ 5-41-104 Computer trespass

§ 5-41-105 Venue of violations

8§ 5-41-106 Civil actions

§ 5-41-107 Assistance of Attorney General

8 5-41-108 Unlawful computerized communications

CALIFORNIA

8 13-5-484j Publication of access card number or code with intent to defraud

8 13-5-499c¢ "Trade secrets"; Theft or unauthorized copying; Bribery

§ 13-5-502 Computer crimes

§ 13-5-502.01 Definitions

§ 13-5-502.7 Fraudulently obtaining telephone or telegraph service; Jurisdiction
§ 13-5-1203.047 Probation on conviction of computer crimes

§13-5-1203.048 No probation if property value exceeds $100,000

§ 13-5-2702 No prisoner access to computer

COLORADO

§ 18-5.5-101 Definitions
§ 18-5.5-102 Computer crime

CONNECTICUT

§ 52-570b Action for computer-related offenses (civil)

§ 53a-250 Definitions

§ 53a-251 Computer crime

§ 53a-252 Computer crimein the first degree: Class B felony

§ 53a-253 Computer crime in the second degree: Class C felony

§ 53a-254 Computer crimein the third degree: Class D felony

8 53a-255 Computer crime in the fourth degree: Class A misdemeanor
§ 53a-256 Computer crimein the fifth degree: Class B misdemeanor
§ 53a-257 Alternative fine based on defendant's gain

§ 53a-258 Determination of degree of crime

8 53a-259 Value of property or computer services

§ 53a-260 Location of offense

§ 53a-261 Jurisdiction

DELAWARE

11 Del. C. § 931 Definitions

§ 932 Unauthorized access

8 933 Theft of computer services

§ 934 Interruption of computer services

§ 935 Misuse of computer system information



§ 936 Destruction of computer equipment
§ 937 Pendlties

§ 938 Venue

8§ 939 Remedies of aggrieved persons

FLORIDA

§815.01 Short title Florida Computer Crimes Act

§815.02 Legidativeintent

§ 815.03 Definitions

§815.04 Offenses against intellectual property; public records exemption
§815.045 Trade secret information

§815.05 Offenses against computer equipment or supplies

§815.06 Offenses against computer users

§815.07 This chapter not exclusive

§847.0135 Computer pornography; penalties

GEORGIA

§ 16-7-22 Crimina damage to property in the first degree

8§ 16-9-90 Georgia Computer Systems Protection Act

§ 16-9-91 Legidative findings

§ 16-9-92 Definitions

§ 16-9-93 Computer crimes defined; exclusivity of article; civil remedies; crimina
penalties

§ 16-9-93.1 Misleading transmittal and use of individual name, trade name, registered
trademark, logo, legal or official seal, or copyrighted symbol over computer or telephone
network; criminal penalty; civil remedies

§16-9-94 Venue

§ 16-12-100.2 Computer Pornography and Child Exploitation Prevention Act of 1999

HAWAII

§ 708-890 Definitions

§ 708-891 Computer fraud

§ 708-892 Unauthorized computer use
§ 708-893 Entry without disruption

IDAHO

§ 18-2201 Definitions

§18-2202 Computer Crime

§26-1220 lllegal Data Processing Activities

§ 48-801 Definitions - Idaho Trade Secrets Act



ILLINOIS

8720 I1LCS5/16D-1 Short title - Computer Crime Prevention Law
§ 16D-2 Definitions

§ 16D-3 Computer Tampering

§ 16D-4 Aggravated Computer Tampering

§ 16D-5 Computer Fraud

§ 16D-6 Forfeiture

§ 16D-7 Rebuttable Presumption

INDIANA

§ 35-43-1-4 Computer Tampering

§ 35-43-2-3 Computer Trespass

§ 35-43-4-1 Theft - Definitions

8§ 35-43-4-2 Theft - Receiving Stolen Property
§ 35-43-4-3 Criminal Conversion

IOWA

§ 716A.1 Definitions

§ 716A.2 Unauthorized access

8 716A.3 Computer damage defined

§ 716A.4 Computer damage in the first degree

8 716A.5 Computer damage in the second degree
§ 716A.6 Computer damage in the third degree
8 716A.7 Computer damage in the fourth degree
§ 716A.8 Computer damage in the fifth degree
§ 716A.9 Computer theft defined

§ 716A.10 Compuiter theft in the first degree

§ 716A.11 Computer theft in the second degree
§ 716A.12 Compuiter theft in the third degree

§ 716A.13 Computer theft in the fourth degree

§ 716A.14 Compuiter theft in the fifth degree

§ 716A.15 Chapter not exclusive

§ 716A.16 Printouts admissible as evidence

KANSAS

§21-3704 Theft of services
§21-3755 Computer crime; computer password disclosure; computer trespass

KENTUCKY

8§ 40-434.840 Definitions
8 40-434.845 Unlawful access to a computer in the first degree



8 40-434.850 Unlawful access to a computer in the second degree
§ 40-434.855 Misuse of computer information
§ 40-434.860 Venue

LOUISIANA

§ 14:73.1 Definitions

8§ 14:73.2 Offenses against intellectual property

8 14:73.3 Offenses against computer equipment or supplies
§ 14:73.4 Offenses against computer users

8§ 14:73.5 Computer fraud

MAINE

17-A M.R.S. § 431 Definitions
§432 Criminal invasion of computer privacy
8433 Aggravated criminal invasion of computer privacy

MARYLAND

Md. Ann. Codeart. 27, 8 45A False entry in public record; altering, defacing,
destroying, removing or concealing public record; accessing public records

§ 145 Credit card offenses

§ 146 Unauthorized access to computers prohibited

§ 340 Definitions

§ 341 Definitions

§ 342 Property Theft

§ 343 Defenses

§ 344 Form of Indictment

§ 354 Interception of Communications

MASSACHUSETTS

§ 233-79K Admissibility of duplicate of computer datafile or program file

§ 266-30 Larceny; general provisions and penalties

8 266-60A Stolen trade secrets; buying or selling

§ 266-33A Intent to defraud commercial computer service; penalties

§ 266-120F Unauthorized access

8 266-127 Theft of personal property

§ 277-58A1/2 Venue for Prosecution of Violations Involving Electronic Data

MICHIGAN
§28.529(1) Meanings of terms

§28.529(2) Definitions; A to D
§28.529(3) Definitions, Pto S



§28.529(4) Prohibited access to computer program, computer, computer system, or
computer network

§28.529(5) Prohibited conduct

§28.529(6) Use of computer program, computer, computer system, or computer
network to commit crime

§28.529(7) Penalties; prior convictions; presumption

MINNESOTA

§ 270B.18 Criminal penalties

8 609.52 Theft

§ 609.87 Computer crime; definitions

§ 609.88 Computer damage

8§ 609.89 Computer theft

§ 609.891 Unauthorized computer access.

§ 609.8911 Reporting violations

§ 609.892 Definitions

8 609.893 Telecommunications and information services fraud; crime defined.
8 626A.26 Unlawful access to stored communications
8§ 626A.27 Disclosure of contents

M1SSI SSIPPI

§ 97-45-1 Definitions

§ 97-45-3 Computer fraud; penalties.

§ 97-45-5 Offense against computer users; penalties

8 97-45-7 Offense against computer equipment; penalties
§ 97-45-9 Offense against intellectual property; penalties
§ 97-45-11 Venue

§ 97-45-13 Effect on other offenses

MISSOURI

§537.525 Tampering with computer data, computer equipment, or computer users--
damages -- attorney fees, certain expenses, awarded when

§ 569.093 Definitions

8§ 569.094 Computer printouts used as evidence, when

§ 569.095 Tampering with computer data, penalties

8 569.097 Tampering with computer equipment, penalties

§ 569.099 Tampering with computer users, penalties

MONTANA

§45-1-205 Genera time limitations

§ 45-2-101 Genera definitions

8§ 45-6-310 Definition -- computer use
§45-6-311 Unlawful use of a computer



NEBRASKA

§ 28-1341 Act, how cited

§ 28-1343 Terms, defined

§ 28-1343.01 Unauthorized computer access; penalty

§ 28-1344 Unlawful acts; depriving or obtaining property or services,
penalties

§ 28-1345 Unlawful acts; harming or disrupting operations; penalties
§ 28-1346 Unlawful acts; obtaining confidential public information;
penalties

§ 28-1347 Unlawful acts; access without authorization; exceeding
authorization; penalties

§ 28-1348 Act, how construed

NEVADA

§ 205.473 Definitions

§205.4732 "Access' defined

8 205.474 "Datd" defined

§ 205.4745 "Network" defined

§ 205.475 "Program" defined

§ 205.4755 " Property" defined

§205.476 "System" defined

§ 205.4765 Unlawful acts: Generally

8 205.477 Unlawful interference with or denia of access or use; unlawful use
§ 205.481 Forgery by creation, alteration or deletion of data

8§ 205.485 Presumption of authority of employee

§ 205.491 Enforcement of provisions

8 41.705 Definitions; Liability of Persons Who Transmit Items of Electronic Mail That
Include Advertisements

§41.710 "Advertisement” defined

§ 41.715 "Electronic mail" defined

§41.720 "Network" defined

§ 41.730 Action for damages; exceptions; injunctive relief

8 41.735 Immunity for persons who provide users with access to network; applicability to
items of electronic mail obtained voluntarily

§ 201.256 Definitions; Exhibition and Sale of Obscene Materials to Minors

§ 201.2565 "Distribute" defined

§ 201.257 "Harmful to minors" defined

§ 201.2581 "Materia" defined

§201.259 "Minor" defined

§ 201.261 "Nudity" defined

§ 201.263 " Sexual conduct” defined

§ 201.265 Unlawful acts; penalty

§ 201.2655 Exemptions




NEW HAMPSHIRE

8 638:16 Computer Crime; Definitions
8§ 638:17 Computer Related Offenses
§ 638:18 Computer Crime Penalties

§ 638:19 Venue

NEW JERSEY

§ 2A:38A-1 Definitions

§ 2A:38A-2 Value of property or services

§ 2A:38A-3 Computer-related offenses; compensatory and punitive damages; costs and
expenses

8 2A:38A-4 Value of loss; finding of fact

8 2A:38A-5 Injunctions

§ 2A:38A-6 Venue of action

§ 2C:20-1 Definitions

§2C:20-1.1 Offenseinvolving access device; presumption of unlawful purpose

8§ 2C:20-2 Consolidation of Theft Offenses, Grading; Provisions Applicable to Theft
Generaly

§ 2C:20-8 Theft of Services

§ 2C:20-23 Definitions

8 2C:20-24 Value of property or services

§ 2C:20-25 Computer-related theft

8 2C:20-26 Property or services of $75,000 or more; degree of crime

§ 2C:20-27 Property or services between $500 and $75,000; degree of crime

8 2C:20-28 Property or services between $200 and $500; degree of crime

§ 2C:20-29 Property or services of $200 or less; disorderly persons offense

§ 2C:20-30 Damage or wrongful access to computer system; no assessable damage;
degree of crime

§ 2C:20-31 Disclosure of data from wrongful access; no assessable damage; degree of
crime

8 2C:20-32 Wrongful access to computer; lack of damage or destruction; disorderly
persons offense

§ 2C:20-33 Copy or ateration of program or software with value of $1,000 or less

§ 2C:20-34 Situs of offense

NEW MEXICO

§ 30-45-1 Short title - Computer Crimes Act

8§ 30-45-2 Definitions

§ 30-45-3 Computer access with intent to defraud or embezzle
§ 30-45-4 Computer abuse

§ 30-45-5 Unauthorized computer use

§ 30-45-6 Prosecution

8§ 30-45-7 Forfeiture of property



NEW YORK

Penal Code, Title J:

§ 155.00 Larceny; definitions of terms

§156.00 Offensesinvolving computers; definition of terms
§ 156.05 Unauthorized use of a computer

§ 156.10 Computer trespass

§ 156.20 Computer tampering in the [fig 1] fourth degree
§156.25 Computer tampering in the [fig 1] third degree

§ 156.26 Computer tampering in the second degree
§156.27 Computer tampering in the first degree

§ 156.30 Unlawful duplication of computer related material
§156.35 Criminal possession of computer related material
§156.50 Offensesinvolving computers; defenses

§ 165.15 Theft of services

TitleK, art. 170 Forgery and Related Offenses

NORTH CAROLINA

§ 14-453 Definitions.

§ 14-454 Accessing computers

§ 14-455 Damaging computers, computer systems, computer networks, and
resources

§ 14-456 Denia of computer servicesto an authorized user

§ 14-457 Extortion

NORTH DAKOTA

§ 12.1-06.1-01 Definitions
§ 12.1-06.1-08 Compuiter fraud -- Computer crime -- Classification -- Penalty
§ 12.1-32-01 Classification of offenses - Penalties

OHIO

§ 2901.01 Definitions

§2901.12 Venue

§ 2913.01 Theft and Fraud - Definitions

§ 2913.04 Unauthorized use of property; computer or telecommunications property
§2913.42 Illegal alteration or destruction of computer related material (Unauthorized
ateration, Fraud, Penalties)

§2933.41(7) Disposition of property held by law enforcement

§ 2913.81 Denying access to a computer

OKLAHOMA

§ 21:1951 Oklahoma Computer Crimes Act



§ 21:1952 Definitions

§ 21:1953 Unlawful Acts-Penalties

§ 21:1954 Acts Constituting Prima Facie Evidence of Violation

§ 21:1955 Pendlties-Civil Action for Compensatory Damages

§ 21:1957 Accessing a Computer in One Jurisdiction from Another

§ 21:1958 Using Access to Computers to Violate Oklahoma Statues-Penalty

OREGON

§ 164.377 Computer crime
§ 164.125 Theft of services

PENNSYLVANIA
§ 3933 Unlawful use of computer
RHODE ISLAND

§ 11-52-1 Definitions

§ 11-52-2 Access to computer for fraudulent purposes
§11-52-3 Intentional access, alteration, damage, or destruction
§ 11-52-4 Computer theft

§ 11-52-5 Pendlties

§11-52-6 Civil action

§ 11-52-7 Use of falseinformation

§ 11-52-8 Tampering with computer source documents

SOUTH CAROLINA

§ 16-16-10 Definitions

§ 16-16-20 Offenses; penalties

§ 16-16-30 Venue

8 16-16-40 Applicability of other criminal law provisions

SOUTH DAKOTA

§43-43B-1 Unlawful uses of computer

§ 43-43B-2 Definition of terms

843-43B-3 Obtaining use, atering or destroying system, access and disclosure without
consent - Value one thousand dollars or less

843-43B-4 Obtaining use, atering or destroying system, access and disclosure without
consent - Vaue more than one thousand dollars

843-43B-5 Obtaining use, atering or destroying system as part of deception - Value
one thousand dollars or less

843-43B-6 Obtaining use, atering or destroying system as part of deception - Value
more than one thousand dollars
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§43-43B-7 Civil rights not affected
8§ 43-43B-8 Venuefor violations

TENNESSEE

§ 39-14-601 Definitions
§39-14-602 Violations -- Penalties
8 39-14-603 Venue

§ 39-14-105 Grading of theft

TEXAS

§13.25 Computer crimes - Venue

§ 33.01 Definitions

§ 33.02 Breach of Computer Security

§ 33.03 Defenses

§ 33.04 Assistance by Attorney General

UTAH

§76-6-701 Computer Crimes Act -- Short title

§ 76-6-702 Definitions

§ 76-6-703 Computer crimes and penalties

§ 76-6-704 Attorney general, county attorney, or district attorney to prosecute --
Conduct violating other statutes

§ 76-6-705 Reporting violations

VERMONT

13 V.S.A. 84101 Definitions

§ 4102 Unauthorized access

§ 4103 Access to Computer for Fraudulent Purposes

84104 Alteration , Damage, or Interference

§ 4105 Theft or Destruction

84106 Civil Liability

§ 4107 Venue

§ 2021 Telecommunication Fraud and Facilitation of Telecommunications Fraud
§ 2581 Larceny and Embezzlement - Definitions

VIRGINIA

§8.01-40.1 Action for injury resulting from violation of Computer Crimes Act;
limitations

§ 8.01-328.1 When personal jurisdiction over person may be exercised

§ 18.2-152.1 Short title - Virginia Computer Crimes Act

§ 18.2-152.2 Definitions
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§ 18.2-152.3 Compuiter fraud

§ 18.2-152.4 Computer trespass; penalty

§ 18.2-152.5 Computer invasion of privacy

§ 18.2-152.6 Theft of computer services

§ 18.2-152.7 Personal trespass by computer

§ 18.2-152.8 Property capable of embezzlement

§18.2-152.9 Limitation of prosecution

§18.2-152.10 Venue for prosecution

§18.2-152.11 Article not exclusive

§18.2-152.12 Civil relief; damages

§18.2-152.13 Severability

§ 18.2-152.14 Computer as instrument of forgery

§18.2-374.1:1 Possession of child pornography; penalty

§ 18.2-374.2 Seizure and forfeiture of property used in connection with production of
sexualy explicit items involving children

§ 18.2-374.3 Use of Communication Systemsto facilitate certain offenses involving
children

§ 19.2-298.1 Registration required of persons convicted of certain offenses

WASHINGTON

§ 9.26A.100 Definitions

§9.26A.110 Fraud in obtaining telecommunications service--
Penalty

8 9A.48.070 Malicious mischief in thefirst degree

8§ 9A.48.080 Malicious mischief in the second degree

8 9A.48.090 Malicious mischief in the third degree
§9A.48.100 Malicious mischief--"Physical damage" defined
§ 9A.52.010 Definitions

§9A.52.110 Computer trespassin thefirst degree

8§ 9A.52.120 Computer trespass in the second degree
§9A.52.130 Computer trespass--Commission of other crime
§ 9A.56.010 Definitions

§ 9A.56.020 Theft--Definition, defense

8 9A.56.030 Theft in the first degree--Other than firearm

8 9A.56.040 Theft in the second degree--Other than firearm
8 9A.56.050 Theft in the third degree

8 9A.56.262 Theft of telecommunication services

8 9A.56.264 Unlawful manufacture of telecommunication
device

8§ 9A.56.266 Unlawful sale of telecommunication device

§ 9A.46.020 Harassment - Definitions - Penalties

8§ 9A.46.110 Stalking

§10.14.02 Harassment - Definitions
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WEST VIRGINIA

§ 61-3C-1 Short title - West Virginia Computer Crime and Abuse Act
8§ 61-3C-2 Legidative findings

8§ 61-3C-3 Definitions

§ 61-3C-4 Computer fraud; access to Legislature computer; crimina penalties
8 61-3C-5 Unauthorized access to computer services

§ 61-3C-6 Unauthorized possession of computer data or programs

8 61-3C-7 Alteration destruction, etc., of computer equipment

8§ 61-3C-8 Disruption of computer services

§ 61-3C-9 Unauthorized possession of computer information, etc.

§ 61-3C-1 Disclosure of computer security information

8 61-3C-11 Obtaining confidentia public information

§ 61-3C-12 Computer invasion of privacy

8 61-3C-13 Fraud and related activity in connection with access devices
8§ 61-3C-14 Endangering public safety

8 61-3C-15 Computer as instrument of forgery

8 61-3C-16 Civil relief; damages

8§ 61-3C-17 Defenses to criminal prosecution

§ 61-3C-18 Venue

§ 61-3C-19 Prosecution under other criminal statutes not prohibited

§ 61-3C-20 Personal jurisdiction

§ 61-3C-21 Severability

8§ 46A-6G-1 Definitions

8 46A-6G-2 Limitations on unauthorized bulk electronic mall

8 46A-6G-3 Interactive computer service authority; liability

8 46A-6G-4 Sale or possession of enabling software prohibited

8 46A-6G-5 Violations; right of action for injunction, damages

WISCONSIN
§ 943.70 Computer crimes
WYOMING

§ 6-3-501 Definitions

§6-3-502 Crimes against intellectual property; penalties
§ 6-3-503 Crimes against computer equipment or supplies
8 6-3-504 Crimes against computer users; penalties

§ 6-3-505 Thisarticle not exclusive
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